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Abstract—Internal attack originated from devices in internet
of things network is an essential security threat. We defined
the abstract attack intention in internet of things network,
and proposed an extended, interactive attention based deep
architecture, that can be trained on the tabular based internet of
things network traffic data to precisely identify 4 kinds of abstract
attack intentions including disable target devices, gathering
intelligence for attacks, get unauthorized access and normal
traffic, instead of predicting the type of specific attacks. A latest
dataset is used to comprehensively evaluate the performance of
proposed methods. And by comparing with the current attention
based methods, our model shows state-of-the-art performance
with overall accuracy of 93.63% across all proposed abstract
attack intentions in independent validation. To conclude, we have
proposed the idea of abstract attack intention inference, and the
proposed interactive attention framework can effectively identify
the abstract attack intentions that deriving from the internal
devices of Internet of Things network, showcasing as a new
attention based baseline model for Internet of Things tabular
data based attack intention inference.

Index Terms—Internet of Things, CIC-I0T-2023, Attack inten-
tions, Internal threat, Interactive attention

I. INTRODUCTION

Classic machine learning and deep learning methods have
shown promising potential in addressing complex network
security challenges [1]-[3]. By analyzing large volumes of net-
work traffic data, these technologies can distinguish between
normal and abnormal behaviours, thereby effectively detecting
and preventing network attacks [4]. These methods are not
only capable of handling the intricate features within modern
network traffic but also continuously improve detection accu-
racy and robustness through various innovative approaches [5],
[6]. With the ongoing application and optimization of different
models, such as deep autoencoders [7] and long short-term
memory (LSTM) networks [8], an increasing number of re-
searchers are focusing on extending these methods to broader
and more accurate attack identification scenarios. Particularly
in the detection of unknown attacks and the mitigation of
false alarms, hybrid models that integrate deep learning with
machine learning have demonstrated significant potential in
network intrusion detection.

Tabular data serves as the foundational basis for implement-
ing machine learning-based network intrusion detection (NID)
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systems [9]-[12], representing the main stream paradigm
in current research practices. A primary reason lies in the
widespread availability of tabular data formats in mainstream
intrusion detection benchmark datasets including including
KDDCUP-99 [13], NSL-KDD [14], UNSW-NBI15 [15], CIC-
IDS-2017 [16], CIC-IDS-2018 [17] and CIC-DDoS-2019 [18].
Furthermore, as a form of post-processed data, tabular data
eliminates the noise inherent in raw network traffic data [19]
and encapsulates essential features that characterize the state
of network traffic [20]. Furthermore, constrained by the re-
quirements of traditional machine learning training paradigms,
tabular data is commonly advocated for its practicality and
ease of use in such contexts [21]-[24].

However, it is undeniable that a longstanding debate in
academia suggests that, in general, traditional machine learn-
ing models, specifically for tree-based models, tend to signif-
icantly outperform existing deep architectures based models
in tasks involving tabular data [23], [25]-[28]. Furthermore,
growing evidence [29]-[31] indicates that as the number of
features in tabular data decreases, the performance gap be-
tween traditional machine learning models and deep learning
architectures becomes even more pronounced. Nonetheless,
it is undeniable that the success of deep architectures based
models in other domains is essential. Traditional feature-
based machine learning models, such as K-Nearest Neighbors
(KNN), Decision Trees, and Random Forests, are limited
in their ability to capture abstract and deeply embedded
behavioural patterns. Moreover, with the increasing volume
of network traffic data, the limitations of traditional machine
learning models in large-scale training and efficient inference
are becoming more apparent. In contrast, deep architectures
based models excel at extracting abstract behavioural features
underlying network traffic patterns. Additionally, the training
and inference paradigms based on modern GPUs are well-
suited to handling large-scale network traffic data efficiently.

In recent years, the number of Internet of Thing (IoT)
devices has grown at an exponential rate [32]. Naturally,
many researchers have turned their attention to safeguarding
IoT devices, particularly focusing on the challenges posed by
external attacks to their security [33]. However, a frequently
ignored fact is that internal attacks originating within IoT
ecosystems are equally critical to overall system security.
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If internal IoT devices suddenly transition into malicious
unit, it can more easily compromise the entire IoT system.
While some machine learning models have been developed to
address these scenarios [34], their capabilities remain limited
as mentioned above. Without exception, tabular data has also
been widely utilized in these training scenarios. Commonly
used public datasets for IoT network traffic include Bot-IoT
[35] and TON-IoT [36]. With the remarkable success of deep
learning methods across various domains, a natural idea is
to extend this widespread success to [oT intrusion detection.
In fact, recent years have witnessed an increasing number
of studies exploring the feasibility of this research paradigm
[37]-[43]. Many researches claim to have achieved promising
results in terms of identifying specific attacks or intrusions,
which appears to be a positive development so far.

However, most of research focuses on external intrusions
for 10T or specific internal attacks. Abstract attack intention
of internal IoT network haven’t been widely focused yet. And
we have to confess that identifying abstract attack intention
could potentially increase the robustness of the model when it
facing unknown and attack variants. It could be a good trade-
off between identifying and defence. The main characteristics
of insider threats in IoT devices often involve masquerading
as legitimate traffic [44], concealing anomalous behaviour
[45], and exploiting normal communication mechanisms [46].
As a result, flag information in IoT network traffic plays a
critical role in identifying and detecting insider threats. Unlike
continuous numerical features in normal network traffic, flag
information in this scenario is typically represented as discrete
Os and 1s in tabular data, with extremely sparse distributions.
Additionally, the distributional differences between various
flag features are minimal. In a word, in tabular datasets char-
acterized by a limited number of explicit features, including
a substantial proportion (around 50%) of sparsely distributed
categorical flag features, training a deep architectures based
model for attack intention inferences instead of specific attack
identification, still presents a significant challenge, especially
leading to a real-world based IoT internal attack intention
inference. In this paper, we firstly proposed the concept
of abstract attack intention for IoT internal threat, and a
novel deep architecture called Low-Rank Gated Arithmetic
Interactive Attention (LRGAIA) framework are proposed to
solve the problem of abstract attack intention inference by
achieving state-of-the-art performance on the latest public
dataset and surpassing all models based on similar attention
encoder architecture.

II. METHODOLOGY
A. Dataset

The CIC-I0T-2023 dataset [47] is the latest and largest
dataset for IoT intrusion detection, designed to support the
development of security analytics applications in real-world
IoT environments. This dataset includes 33 different types of
attacks, categorized into seven major types including, DoS
[48], DDoS [49] Reconnaissance [50], Web-based attacks [51],
brute force [52], spoofing [53], and Mirai [54]. These attacks
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Fig. 1: An example of internal attack in internet of things network with
8 entities. And each of equipment in this network can request or receive
information from the one it connected with. The camera is sending a large
number of requests to TV, potentially with the attack intention of disabling
the TV.

were executed on a real network topology consisting of 105
IoT devices, with other IoT devices as targets. Unlike other
network intrusion datasets including KDDCUP-99 [13], NSL-
KDD [14], UNSW-NB15 [15], CIC-IDS-2017 [16], CIC-IDS-
2018 [17] and CIC-DDoS-2019 [18] that only having attacks
coming from outside of the local networks, CIC-IoT-2023
not only involves real devices but also uniquely considers
scenarios where malicious IoT devices are the attackers within
the local network, providing an authentic representation of
current IoT security challenges. Given the broad adoption
of IoT and the significant and sophisticated security risks
it faces, this dataset is particularly valuable for intrusion
detection research. Therefore, CIC-IoT-2023 was chosen for
this research to ensure up-to-date and comprehensive coverage
of current complex security threats.

B. Abstract Attack Intention

We defined 4 common attack intentions including disable
target devices (DTD), gathering intelligence for attacks (GIA),
get unauthorized access (GUA), and normal traffic (NT). Each
of these intentions is constructed from a series of different
attacks, which are determined based on academic definitions
and their often used traffic behavioural patterns. Specifically,
disable target devices is characterized by attacks such as
DoS , DDoS, and Mirai, which aim to overwhelm network
resources or cause device overloads, ultimately rendering the
target devices non-functional. Gather intelligence for attacks
relies mainly on Reconnaissance attacks, where scanning of
networks and devices is conducted to collect information on
potential vulnerabilities, setting the stage for future attacks.
Get unauthorized access is driven by Web-Based attacks,
Brute Force, and Spoofing attacks, with the goal of bypassing
authentication, deceiving users, or exploiting system vulner-
abilities to gain unauthorized access. Normal traffic refers to
benign network traffic with no malicious activity involved. In
the end, due to the heavily unbalance of the original datasets,
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Fig. 2: An overview of the low-rank gated arithmetic interactive attention framework.The model first transforms raw network
traffic features into high-dimensional embeddings and then processed by our arithmetic block that uses dual attention paths—one
in log space and one in the original space—to extract diverse representations. A low-rank gated fusion module adaptively

combines these features using element-wise gating. The fused

output is passed through a fully connected layer and a feed-

forward network before generating the final prediction via a softmax layer.

and for creating a balanced dataset for our attack intentions
inference in IoT, we performed random downsampling for
each attack intention, resulting in an equal number of samples
for each attack intention, with a final count of 354,565 samples
per attack intention, and each of sample has 24 numerical
features and 21 category features. We first merge attack traffic
from different categories sharing the same attack intention,
and subsequently perform random sampling from this merged
dataset. The number of randomly sampled instances is smaller
than that of the original dataset. The purpose of this approach
is to approximate the true distribution of attack intentions as
closely as possible, rather than biasing toward the distribution
of a specific attack category. In the end, 80% of the datasets
were used for training the model and 20% were used for
independent testing.

C. Arithmetic Interactive Attention

Arithmetic Interactive Attention here are additive feature
interaction and multiplicative feature interaction. We propose
LRGAIA framework, which is illustrated in Figure 2. Our
contribution lies in augmenting the standard additive attention
mechanism [55] with a multiplicative feature interaction to
achieve arithmetic feature interaction in tabular data based
internal attack intention inferences. Given an input tabular
data based feature matrix X € RVN*M  where N denotes the
number of samples and M represents the number of features
for a single mini batch, we first extend the each feature
value in X from 1 single value to a D dimensional vector
by a linear layer as feature embedding, where we can have
X € RVXMXD after feature embedding. Then, X is proceed
in parallel. Specifically, one way is making X into a log-
transformed feature space X;, which is computed as follows:

X; = log(ReLU(X) + ¢) (1)

where € > 0 serves as a numerical stabilizer to ensure
valid logarithmic operations. In our experimental settings,
€ = le — 5. Three learnable parameter matrices W, € RP*D,
Wy € RPXDP “and W, € RP*P are then employed to generate
the query, key, and value representations respectively, by
applying logarithmic operation on IoT network traffic features,
the small changes and corresponding relationships between
features would be augmented. For example, a specific feature
value of a normal sample is 0.01, but the feature value of
a sample with attack intention is 0.011. Normally, they only
have a difference of 0.001, but however, it will amplified into -
3 in log space. And a multiplicative operation between features
may further strengthen this difference.
Q=XiW,, K=XWy,

V=XiW, 2

However, in multi-head attentions, the last dimension of
query, key and value will be splitted by number of heads first.
In this case, the size of query, key and value will follow the
presentation in Equation (3). It is the same process when it
comes to multiplicative attention in the following.

Q,K,VERNXMXth (3)

The standard additive attention mechanism in the log-
scaled space computes the attention output through scaled dot-
product interactions in Equation (4).

T
O = softmax (QK> 1%
Vd

d is the embedding dimension of each head in multi-
head attention. Specifically, if D is the original embedding
dimension for each of feature values, then, d = D/h where h
is the number of heads defined before the training. Attentions
from different heads will be concatenated to get the completed
addictive attention O.

“4)
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To capture multiplicative feature interactions, we design
an exponential transformation operator that converts additive
relationships in the logarithmic domain back to multiplicative
relationships in the original space. This is achieved by ap-
plying element-wise exponentiation to the additive attention
output in log space:

H = exp(O) 5)

where H € RVNXMXD represents the multiplicative atten-
tion output in original space. Another way is to obtain the
addictive attention in original space by original embedded fea-
ture matrix X, which is also start with 3 learnable parameter
matrixes W, € RP*P, W/ € RP*P and W) € RP*P to
generate the corresponding query, key and value representa-
tions.
Q’:XW(;, K =XW,, V' =XW] (6)
Then, addictive attention in original space is given by the
following expression as well. It follows the same way of
computation but in the original space. In multiplicative multi-
head attention, the size of mentioned @', K’ and V' will be
the same as in Equation (3). The results from different heads
will be concatenate together as the final multiplicative attention
output A.

1T
A = softmax (%) Vv’ 7

D. Low-Rank Gated Fusion

Now, we have obtained two different types of interactive
attention outputs: additive interactive attention A and multi-
plicative interactive attention H. To effectively integrate the
advantages of both additive and multiplicative interactions,
we propose a Low-Rank Gated Fusion module(LRGF). A
gating matrix is a mechanism designed to regulate information
flow. By adjusting the weight distribution within the gating
matrix, we can selectively allow information to pass through
or suppress less relevant information. In our model, we define
two learnable low-rank parameter matrixes, U &€ RMX*7 and
Z € RP*" where rank factor » < M. And both of the U
and Z are initialized following a normal distribution, where
w denote the means, while o7 and 0% represent the variances
of the normal distributions.

UNN(:“vngJ)v ZNN(:WJ%) ®)

In our settings, 07, = 0% as a model hyper-parameter for

further optimization. Then, the gating matrix is defined as the
matrix multiplication of U and Z and is further activated by
sigmoid function 7:

G=nUZ") ©)

Finally, we employ the gating mechanism to fuse the addi-
tive interactive attention A and the multiplicative interactive

attention H, yielding the final arithmetic interactive attention
F.

F=GoA+(1-G)oH (10)

E. Experiment Settings

The optimal model was trained utilizing a single NVIDIA
A100 GPU. A learning rate scheduler implementing cosine
decay was employed throughout the training process. The
following hyperparameters were systematically optimized us-
ing Optuna [56] during model configuration stage: embed-
ding dimensions of network traffic feature, number of heads,
epochs, batch size, deepth of the model, number of hidden
layer neurons, feed forward layer dropout rate, learning rate,
stabilization constant in logarithmic transformation, low-rank
dimension in the LRGF process, and variances for normal
distributions. A fixed Hyperparameter search space was given,
and explored within 100 trial iterations each time. Multiple
search rounds were typically required to identify optimal
parameter configurations. The optimal hyperparameters are
listed in table 1.

TABLE I: Optimal Hyperparameters

Hyperparameter Optimal Value
Embedding Dimension (D) 128

Number of Heads (h) 8

Epochs 57

Batch Size (V) 256

Depth (L) 1

Hidden Layer Neurons (n) 169
Feed-Forward Dropout (p) 0.49

Learning Rate (1) 1.4 x 1072
Stabilization Constant (e) 6 x 106

Low-Rank Dimension (7) 4
Variances of Normal Distribution (¢2)  0.014

III. RESULTS
A. Overall Performances

Table II shows all essential experimental results. In the train-
ing set, the current state-of-the-art baseline, SAINT, achieves
superior performance with 94.80% accuracy, precision, re-
call, and F1-score. Comparatively, conventional architectures
demonstrate weaker performance: TabTransformer (87.72%)
and Autolnt (86.64%) lag significantly behind, while the
enhanced FT-Transformer (89.93%) shows moderate improve-
ment yet remains substantially inferior to SAINT. Notably,
the proposed LRGAIA model attains competitive performance
with balanced metrics of 94.33% across all evaluation dimen-
sions, exhibiting only a 0.46% performance gap compared to
SAINT. This not only surpasses other baseline models by an
average margin of approximately 5 percentage points but also
maintains performance parity within 1% of the current state-
of-the-art. Furthermore, LRGAIA demonstrates comparable
precision-recall equilibrium (as evidenced by its equivalent
Fl-score), suggesting effective generalization characteristics
during training.
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TABLE II: Comprehensive Results on Training and Testing Sets

\ Overall Performance (%)

Specific Attack Intentions (%)

Model

|
‘ Training ‘
|

| Accuracy | Precision |  Recall | F1 Testing

| Train ~ Test | Train Test | Train Test | Train Test | NT DTD GUA GIA | NT DITD GUA GIA
SAINT [57] 94.80 93.36 | 94.80 93.37 |94.80 93.36 [ 94.79 93.36 | 95.68 99.95 90.82 92.74 | 94.19 99.88 88.53 90.86
TabTrans [58] | 87.72 86.63 | 87.75 86.66 | 87.72 86.63 | 87.69 86.60 | 87.97 99.94 79.52 8343 | 86.85 99.87 77.88 81.90
AutolInt [59] | 86.64 86.35 | 86.73 86.44 | 86.64 86.35 |86.61 86.32 |87.37 99.93 81.86 77.40| 87.11 9990 81.35 77.04
FT-Trans [60] | 89.93 89.16 | 89.93 89.16 | 89.93 89.16 |89.92 89.15 | 89.61 99.93 84.76 85.43| 88.85 99.89 83.51 84.40
LRGAIA 94.33 93.637 | 94.33 93.637 | 94.33 93.637 | 94.33 93.637 | 93.19 99.99 91.66 92.49 | 92.49] 99.961 90.507 91.577

In the independent testing set, Table II demonstrates signif-
icant performance variations consistent with training trends,
while revealing critical distinctions in model generalization.
SAINT maintains strong performance with 93.3641% accu-
racy and closely aligned precision-recall metrics (93.3667%
precision, 93.3641% recall, 93.3553% F1), yet is surpassed
by the proposed LRGAIA model, which establishes new state-
of-the-art performance across all metrics: 93.6281% accuracy,
93.6278% precision, 93.6281% recall, and 93.6279% F1-
score. This represents a 0.264% absolute improvement over
SAINT in classification accuracy. Notably, while conven-
tional architectures like TabTransformer (86.63%) and Autolnt
(86.35%) exhibit performance degradation patterns mirroring
their training deficiencies, FT-Transformer shows a more pro-
nounced accuracy drop (89.16% testing vs. 89.93% train-
ing), potentially indicating overfitting tendencies. The model’s
near-identical precision (93.6278%) and recall (93.6281%)
values further confirm its balanced discriminative power on
unseen data. These results collectively validate LRGAIA’s
architectural superiority in identifying attack intentions in IoT
network.

B. Specific Attack Intention Inference

70000
NT 3059 2268 l 50000
50000
< DTD
3 40000
E 30000
F GUA| 2928 0
20000
GIA| 2498 8 3474 10000
< o
S 0&0 O\)Y‘ 0\?‘

Predicted Label

Fig. 3: Confusion Matrix of Different Attack Intentions

Figure 3 presents the confusion matrix of our model’s
performance on the independent test set. Most of the attack
intention can be well identified by our model. The DTD in-
tention demonstrates near-perfect classification accuracy, with
70,887 correct predictions, exhibiting superior performance

compared to alternative models. Notably, NT instances are
predominantly misclassified as GUA (3,059 cases) and GIA
(2,268 cases). Conversely, Attack intention of GUA are primar-
ily misassigned to NT and GIA categories, while GIA exhibits
significant misclassification into NT and GUA.

On the right of Table II, it presents the performance of
different models in identifying specific attack intentions on
the training dataset. The SAINT model achieves superior
accuracy for two categories: normal traffic (95.6764%) and
gathering intelligence for attacks (92.7365%). Meanwhile, the
LRGAIA model demonstrates stronger generalization across
disable target devices (99.9866%) and get unauthorized access
(91.6581%) intentions, with its disable target devices detec-
tion rate approaching near-perfect accuracy (99.99%). And
all models maintain exceptionally high accuracy (minimum
99.9270%) for the disable target devices, suggesting strong
discriminative features or concentrated data distribution in
this specific attack intention. While some models excel in
individual metrics, no universal solution currently achieves top
performance across all four attack categories.

In the independent test set, the SAINT model remains op-
timal for normal traffic (94.1915%) and gathering intelligence
for attacks (90.8620%), though its disable target devices accu-
racy slightly decreases (99.8759% vs. training). The LRGAIA
model demonstrates balanced superiority across all metrics:
leading in disable target devices (99.9633%), followed by get
unauthorized access (90.4954%) and gathering intelligence
for attacks (91.5671%). Its performance decline across all
categories is less than 2%, confirming strong generalization.
Notably, test set accuracy for disable target devices remains
uniformly high (minimum 99.8660%), showing strong consis-
tency with training results (minimum 99.9270%), indicating
feature transferability. In contrast, AutoInt and TabTransformer
exhibit weaker performance on complex categories like get
unauthorized access and gathering intelligence for attacks.
Specifically, Autolnt’s gathering intelligence accuracy signifi-
cantly drops (77.0352% vs. training 77.4040%).

IV. DISCUSSION

In our results, we observed that the performance of the
SAINT is comparable to that of our proposed model. However,
our approach outperforms the SAINT model in identifying all
abstract attack intentions. The only scenario where SAINT
demonstrated superior performance was in recognizing normal
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network traffic. Specifically, the SAINT model employs a
single-layer ReLU network to map continuous features into
the embedding space. This linear transformation exhibits lower
sensitivity to outliers. In contrast, networks with attack traffic
often contain extreme values, such as sudden high-frequency
requests or abnormal protocol types. Our proposed method
applies a logarithmic transformation within the embedding
space, utilizing a nonlinear approach to amplify low-frequency
signals. This may enhances our model’s ability to capture such
sparse features effectively.

Common benign network traffic intrinsically has protocol
limits or occurs periodically, resulting in feature distributions
that cluster densely in high-dimensional space. SAINT con-
catenates all features of a row (i.e., a single traffic sam-
ple) and applies self-attention across all samples within the
same batch. This process is equivalent to a “learnable k-
nearest neighbours” retrieval—allowing the model to actively
identify and attend to the most similar samples to enhance
their representation. The row-wise softmax operation only
needs to focus on these dense neighbours to construct robust
feature embeddings. In contrast, anomalous traffic typically
exhibits sparse high-dimensional feature distributions, where
intra-class distances can be significantly larger than those
of benign classes. Within SAINT, this implies that samples
from anomalous classes often fail to find sufficiently similar
“neighbors” within a batch, leading the softmax to assign
them low attention scores. Furthermore, anomalous subclasses
often share overlapping features. When the softmax function
excessively amplifies attention to “local nearest neighbors,”
the model may mistakenly reference benign samples, thereby
weakening the representation of anomalous categories. In com-
parison, log-attention preserves shared features across different
anomalous classes within their respective class representations.
This property enhances LRGAIA’s capacity to capture attack
intent more effectively.

We also found that the “Disable target devices” attack
intention could be almost effortlessly identified by all mod-
els. The attack types contributing to this intention primar-
ily include DoS, DDoS, and Mirai. These attacks typically
overwhelm the target’s critical resources through excessive
requests or malicious payloads, making their characteristics
easily detectable. Identifying this type of attack intention
requires the model to focus primarily on the volume of
network requests, as network traffic exceeding normal thresh-
olds can be readily recognized as indicative of such attack
patterns.Moreover, the AutoInt model demonstrated only 77%
accuracy in identifying the GIA intention, the lowest among
all models. The principle of GIA attacks involves multi-step
reconnaissance behaviors, often manifested as anomalies in
the joint distribution of multiple parameters in traffic pat-
terns, such as high-frequency access to specific ports and
abnormal requests. Although the self-attention mechanism in
Autolnt implicitly models higher-order interactions through
the query-key-value triplet, it essentially performs additive
operations in embedded space (i.e., weighted summation of
attention scores). This additive interaction struggles to directly

represent the nonlinear multiplicative relationships between
traffic parameters. Additionally, the reconnaissance behavior
of GIA attacks is highly targeted (e.g., scanning for specific
vulnerabilities), requiring the model to capture local feature
correlations (such as continuous access to the same port from
a particular IP address). In contrast, FT-Transformer introduces
a Feature Tokenizer that converts each feature—including
both numerical and categorical features—into an independent
feature vector. This approach allows the model to capture
deeper interactions between features at every layer of the
Transformer. Consequently, FT-Transformer outperforms Au-
tolnt in recognizing GIA attack intentions.

The present study, while contributing to the domain, ac-
knowledges certain limitations that warrant discussion. Firstly,
no systematic statistical analysis or feature selection pro-
cedures were implemented. This decision stems from the
methodology employed to construct a balanced internal attack
intent dataset through random undersampling of the original
dataset. It should be noted that conventional feature selection
techniques inherently depend on preserving the original data
distribution. However, the random undersampling process -
which selectively sampled minimal instances across distinct
attack categories while maintaining proportional representation
relative to their original frequencies - inadvertently altered
the underlying data distribution. This methodological con-
straint may have compromised the generalizability of feature
importance assessments derived from the modified dataset.
And there are some latest baseline models, like this [61] and
another models designed for tabular based data, may have
further potential to improve the performances.

The reliance of proposed method was evaluated on a single
IoT dataset, While alternative IoT benchmarks exist, many
suffer from categorical fragmentation, focusing narrowly on
isolated attack vectors rather than holistically mapping attack
intention. In contrast, CIC-I0T-2023’s systematic categoriza-
tion across four attack intentions provides superior utility in
our case. To address this limitation, future work should im-
plement multi-dataset validation protocols and introducing the
latest attention based models. We also suggest integrating ex-
ternal datasets that collectively cover under-represented attack
intentions, device heterogeneity, and network environments,
employing stratified sampling to preserve attack intention class
proportions across datasets.

V. CONCLUSION

We defined abstract attack intention inference for IoT
internal threats and developed the LRGAIA framework for
tabular network traffic data. Our model accurately identifies
four attack intentions: disabling target devices, get gather-
ing intelligence, get unauthorized access, and normal traffic.
Evaluated on a comprehensive dataset, LRGAIA outperforms
existing attention-based methods across all attack intentions.
This work introduces a novel concept and establishes a new
benchmark for attack intention detection using IoT tabular
network data.
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