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Who am |, Where do | Come from, Why should you listen ...

|l am

» A Security Expert
» 2000+ exploits in the automotive domain.
» Specialized in the convergence of Safety and Security
» Leading Expert on
» Countering Cyber Attacks targeted Supply Chain Infiltration
» Cyber Physical Attacks
» Leader of:
» 5 Cyber Security aspects of CAV research activities
» 2 Hardware Security
» 39+ years of verifying security systems
> | do security where it can’t afford to fail

Peter Davies
Thales
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F What | Will Talk About

| Challenges of verification in large scale, composed systems ...
particularly in the face of cyber-attacks

| Progress with methods used to provide legally sustainable arguments

| Reimagining where tools are used
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Presenter
Presentation Notes
Rather than trying to remove failures from a system by identifying and addressing the failure modes

We’re looking at system safety from a point of recognising that we can’t produce a completely safe system when complex dynamic systems are involved

Once we recognise that systems will fail, the important thing becomes what the system does when failure occurs that becomes important

This leads to an resiliency based approach to safety

we can develop methodologies which reduce, control and recover from harm, rather than eliminating it completely
And what the system does when failure occurs becomes a priority

Consequences in the civil domain when cyber or cyber physical systems are not managed not only include physical harm and damage, but financial and reputational damage for the businesses

In the military domain, cyber systems are used to support real world operations, and the future battlespace will be technology focused and too fast for humans alone to manage.
The role of cyber will increase as a result.

And we all know that any negative effects occurring during warfare is highly scrutinised and critiqued


I Some Observations ...

“A System is Resilient if, and only if, there is justifiable and enduring confidence
that it will function as expected, when expected”

» Security professionals are particularly bad at describing the quality of

mechanisms without ever concerning itself with their effectiveness ;

» Security involves understanding what you have and how it will fail.
Poisoning and evasion attacks are not new but essential to

understanding Machine learning and Al ;

» How making a system strong against one type of event will make it

brittle against others;
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F Framing Remarks — The Problem ...

We have never before attempted to achieve anything that mattered in a
system of the scale and complexity of the one we are now relying on.

>

VVVYY

VVVVYYY

A complex, hyper-connected, bottom-up system with emergent properties for which there
is no guiding mind.

A system yielding its benefits at scale.

Price sensitive, worldwide and mobile system with vast amounts of data.

Owned by no one but in it both strict and contract liability apply and must coexist.
Multi vendor with legal obligations not to exclude suppliers from the supply chain.
Increasingly integrated with global information and management networks.

Intertwined and interconnected components which interact.

Adaptive behaviour according to history or feedback

Self organization

Emergence which is not always predictable, centrally controlled or engineered

Constantly changes appearing dispositional and lacking causality

Extreme ‘cascading’ behaviour, power laws can be observed — minor input changes can
result in major output changes.

Open
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Presentation Notes
The education is about developing skills in these areas not IT – trying to do things that matter, in scale


Framing Remarks — The Problem ...

We have never before attempted to achieve anything that mattered in a
system of the scale and complexity of the one we are now relying on.

Multi vendor with legal obligations not to exclude suppliers from the supply chain.

mergence which 1s not always predictable, centrally controlled or engineere

» Constantly changes appearing dispositional and lacking causality

» Extreme ‘cascading’ behaviour, power laws can be observed — minor input changes can
result in major output changes.
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https://www.bing.com/ck/a?!&&p=ff8b6ad3c7de9f32JmltdHM9MTY5NjIwNDgwMCZpZ3VpZD0yZDY5ZWZiMi02ZDI0LTZjM2QtM2IyZi1mZGQxNmM5ZjZkYzImaW5zaWQ9NTc2MQ&ptn=3&hsh=3&fclid=2d69efb2-6d24-6c3d-3b2f-fdd16c9f6dc2&psq=emergent+properties+define&u=a1aHR0cHM6Ly9zY2llbmNpbmcuY29tL2VtZXJnZW50LXByb3BlcnRpZXMtODIzMjg2OC5odG1s&ntb=1
https://www.bing.com/ck/a?!&&p=ff8b6ad3c7de9f32JmltdHM9MTY5NjIwNDgwMCZpZ3VpZD0yZDY5ZWZiMi02ZDI0LTZjM2QtM2IyZi1mZGQxNmM5ZjZkYzImaW5zaWQ9NTc2MQ&ptn=3&hsh=3&fclid=2d69efb2-6d24-6c3d-3b2f-fdd16c9f6dc2&psq=emergent+properties+define&u=a1aHR0cHM6Ly9zY2llbmNpbmcuY29tL2VtZXJnZW50LXByb3BlcnRpZXMtODIzMjg2OC5odG1s&ntb=1
https://www.bing.com/ck/a?!&&p=9860f0553e7bf205JmltdHM9MTY5NjIwNDgwMCZpZ3VpZD0yZDY5ZWZiMi02ZDI0LTZjM2QtM2IyZi1mZGQxNmM5ZjZkYzImaW5zaWQ9NTc2NQ&ptn=3&hsh=3&fclid=2d69efb2-6d24-6c3d-3b2f-fdd16c9f6dc2&psq=emergent+properties+define&u=a1aHR0cHM6Ly9zY2llbmNpbmcuY29tL2VtZXJnZW50LXByb3BlcnRpZXMtODIzMjg2OC5odG1s&ntb=1
https://www.bing.com/ck/a?!&&p=9860f0553e7bf205JmltdHM9MTY5NjIwNDgwMCZpZ3VpZD0yZDY5ZWZiMi02ZDI0LTZjM2QtM2IyZi1mZGQxNmM5ZjZkYzImaW5zaWQ9NTc2NQ&ptn=3&hsh=3&fclid=2d69efb2-6d24-6c3d-3b2f-fdd16c9f6dc2&psq=emergent+properties+define&u=a1aHR0cHM6Ly9zY2llbmNpbmcuY29tL2VtZXJnZW50LXByb3BlcnRpZXMtODIzMjg2OC5odG1s&ntb=1

I What an attack looks like ...
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I A Methodology for Resilience ...

CyRes is an operational methodology, f
suitable for standardisation, for which:

» The methodology itself is capable of
being tested in court or by publicly
appointed regulators.

a2uabyja3u] [e3ua)

» Operators understand what evidence
should be produced by it and are e
able to measure the quality of that
evidence.

THREE PRINCIPLES
SIX CERTIFICATION
ARGUMENTS

» The evidence produced is capable of
being tested in court or by publicly
appointed regulators.

CYBER RESILIENCE = FUNCTION (R, R, 5 £.,N,)
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.... And Its Use In Practice ...

Regulators Courts

Intelligence

> vav
Simulation »  Stability
» Diversity
» Vehicle Dvnamics Simulation
~ Digital Twin - a
} > Al Model Training
There are two main elements of ‘Digital forensics One of the key tenets of any
admissibility: the physical element Is meant to be operational Cyber Resilient
(the artefact) and the process based on methodology must be that itshould
(technical) by which the artefact science, not generatfe evidence in a style and of
has been handled. supposition’ form that can be taken fo court.
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I What an attack looks like

Successful Cyber Attacks Against 5G Systems :

* Contradictions that may arise in the data
stream

* Denial of Service — Cycles, processing out of
bounds, timing

* Non-Determinism — Arbitration between
Complex Algorithms with no ground truth

* Transition Analog / Digital

* Technology Interaction e.g. error correction
as input to ML

* Attack Detection & Attack Management
(Function and Control)

Method: Attack under controlled conditions

110

Attack Vectors Against 5G O-RAN Systems :

* Failure Modes - Components interact by ICDs
and / or SLAs these specify positive
requirements but behaviour under failure
cannot be exhaustively specified.

 |tis practically impossible to deliver a
contractually binding commitment to an
absolute level of quality under a network
slice.

* Encryption makes systems vulnerable to DoS
by eg. key exhaustion.

e Method: Attack under controlled conditions
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E Complex dynamic system (CDS) properties and consequences

o9 . .
et e‘d\\(\% Many interactions o %
SNCCINE SN Hard to model by S &
Oo‘(\o\\)(-o 'Oed\e ard 1o mode /)"@f 6. S
\(\)- d\\ \)\( QQ ,/)/
,Sgo(\\s?}@ Emergent behaviour ”‘o,);ct’
2 X
&\oo-i\((\@(\ Difficulty understanding the system
\\)(‘Cé(\\i\‘o Increased and unobvious
Hard to vulnerabilities
predict future Difficult to certify, Many ways
behaviour verify, assure to change
Dynamic

- system & operating environment will change

Impossible or financially impossible to address everything at design time.

Operational performance, safety, security & resilience is required.
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Presentation Notes
(Left) Complexity within a system can be observed:
in its physical architecture
In its functional architecture and how the functions interact
In the organisations involved in creating it and operating it
In the amount of requirements involved, which are often competing
And complexity in the environment in which the system operates

(Right) Complexity of a system increases based on:
diversity of the elements present in the system
the interaction between system elements 
requirement for intelligence and autonomy to operate successfully

(Bottom) As an extra complication, the system and the operating environment will change during the operating lifetime of the system

(Middle) The consequences of the nature of complex dynamic systems include:
Many system internal and external interactions
Many ways in which the system and operating environment can change
An increase in the number of vulnerabilities due to the system complexity

These lead to emergent behaviour which is unexpected, unpredictable and hard to trace to its source
And a difficulty in fully understanding the system, in predicting future states, and in formulating models of the system

CLICK 

This then causes issues for many current design practices and traditional safety methodologies and it becomes impossible or financially unaffordable to address everything at design time


I Resilience, Methods and Evidence ...

One of the key tfenefts of any operational
Cyber Resilient methodology must be
that it should generafe evidence in a

style and of form that can be taken fo
court.

‘Digital forensics
is meant fo be
based on
science, not
supposition’
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I Cyber is Not Academic - And The Law Is ...

Criminal Law Civil Law
* Purpose: punitive + deterrent (for breaching a specified *  Purpose: restorative and (where necessary) compensatory

requirement fo protect others/society)

L * Govern legalrelations between persons (legal and/or natural):
* State vslegal person (organisation) or natural person

. o« . . . b . L .
(individual): ‘vertical’ + adversarial horizontal’ + adversarial

* Key stages: *  Examples:

» Investigation Commercial or personal contracts

Obligations of road users to each other
Civil obligations arising under statute or regulations

Insurance contracts (n.b. can’tinsure against criminal
. Who? penalties)
e Civil Courts and Tribunals

> Prosecution

» Punishment/sanction

YV V V

> Legislators *  Arbitration/Adjudication etc

» Police *  [Civil ‘penalties’— a hybrid]

» Regulators Potential for parallel criminal and civil risks arising from same factual event

» Criminal Courts — Judges (sometimes juries) Your Cyber Resilience Strategy Must Be Robust In The Face Of Both Of These
and Internationally

Probability and ‘how safe?’ (inc HSWA issues)
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Resiliency based approach to performance, safety & security

Maximise performance

Minimise harm and damage resulting from faults, failures,
attacks

Evidence to achieve regulatory compliance

Evidential standard for use in a Court of Law

Generalised approach to safety rather than specific issue safety
> Impossible to remove all faults and failures from a Complex Dynamic System
2 Impossible to prevent all cyber attacks

What the system does when failure occurs becomes a priority
> Focus onresilience and the control of harm

2 Reduce, control and recover from harm, rather than eliminate completely
> Get the system back to required levels of performance, safety and security

Open

Industry and business
consequences

Future services will be fast
paced & tech focused
Highly scrutinised
Regulated

Crimiinal responsibilities
Huge financial losses
Reputational damage
Legal prosecutions
Increased insurance
premiums
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we can develop methodologies which reduce, control and recover from harm, rather than eliminating it completely
And what the system does when failure occurs becomes a priority

Consequences in the civil domain when cyber or cyber physical systems are not managed not only include physical harm and damage, but financial and reputational damage for the businesses
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