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Who Galois are

Research and development lab of ~90 people

Locations
Portland, OR

Arlington, VA
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What Galois do

PL research meets real-world applications

Programming languages, analysis, verification, security, cryptography

Our tools

IN= Haskell o

Symbolic execution

Model checking

Interactive theorem provers
Functional programming (esp. Haskell)
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Galois model

Big research projects from US govt
sources, e.g. DARPA

Commercial research projects e.g.
Amazon, Facebook, others

Lots of collaborations with academic .' L
partners :.: alpazon

ervices

Spin-out companies commercializing
research tech (Tangram, MuseDevV)
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This talk

Galois background
|dea: continuous static analysis / verification
Example: Amazon TLS verification with SAW

Galois MuseDev continuous analysis spin-out



Just to note:

Galois MuseDev z DARPA MUSE

It’s usually not this confusing



Idea: Continuous Static Analysis



Code quality strategies in industry

Peer Review

(GitHub Pull
Requests)

Revision Control Testing

(git, hg) (junit, Travis)
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Code quality strategies in industry

Revision Peer Review
Control

Testing Static Analysis

(junit, Travis) (GitHub Pull / verification

(git, hg) Requests)

© 2018 Galois, Inc.



Problems with static tools

False positives, or uninteresting bugs:
“This part of the code has been well-tested”

Too many bugs reported:
“‘We can’t work through 1000 bug reports”

Bugs reported too late:
“We already caught this bug through QA”

Tools don’t scale to industry projects

11
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Continuous analysis / verification

ldea developed in FB, Google, Amazon

* Run analysis tools when code changes
* Integrate into compilation or continuous integration
» Report results immediately or at code review

Advantages:

« Reduce defects that need to be caught in QA / production

« Improve false positive rate — new code is most likely to be buggy
« Report bugs to code reviewers — it’s their job to care about bugs
« Enable scalability

‘Move fast and don’t break things”
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2018: continuous analysis used by

Google Facebook Amazon
* 1 billion LOC code base « Static analysis of every * Proofs of correctness
* 20,000 code reviews diff e Core infrastructure
per day * Millions of LOC * (millions regs. per sec.)
 Approach: AST patterns « Approach: separation « Example tool: SAW
« Example tool: logic, abstract interp.
ErrorProne » Example tool: Infer

galois
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Example: Amazon s2n
verification

Correctness of core components in Amazon’s
s2n TLS library.

amazon

webservices

sPn




s2n verification team
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TLS: Transport Layer Security

TLS (newer version of SSL) provides us most of the

Confidentiality
Data-Integrity
Authentication

guarantees that we enjoy on the internet today.
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Amazon s2n: A TLS Implementation

* Inspired by TLS vulnerabilities discovered by researchers
In other implementations.

« Written with security and performance as primary goals.

* Drops some arguably insecure/less secure features.

 Result: Much smaller, clearer, more auditable code.
* OpenSSL TLS is 70k lines of C code.
* s2nis only 6k.

« Used in production at Amazon Web Services.
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HMAC: A Component of TLS

« keyed-Hash Message Authentication Code
* Provides a signature for a message that confirms:

» Authenticity: the message was signed by the expected
sender

 Integrity: the message has not been modified
message

l

HMAC(I<, m) (< @ opad) @ ipad) I m))

« Code is still complex \ /

e 521 lines of C code constants from NIST
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HMAC Specification C HMAC

statie it s2n_salvdma_init(struct s2n_hmas state *state, GuAgD(s20_hash_init (sstate->innex just key, hash_slg));
s2n_aac_algorithn alg, const void vkey, GuARD(s20_hash_init (sstate->auter, hash_alg));
uint3z_t len)

- ulnt32 ¢ copled
fryrrtg ity size) {

— [
s2n_hash_algorithn hash_alg = S2N_AASH_NONE;
— e Lol T s (GUARD(s20_hash_update{state->outer, key, Klen));
L (alg == 525 BC 8513 HD5) ( GunRD(s25_hash_digest (istate->oster, suteomqm pad,
hash_alg = S2_iASH_KDS; state->digest size))
)

£ (alg = 528 AC_SSL3_SEAL) { A Na 10 il St ARl stst- g i)
hash_alg = S2N AASH_SRAL; | i e s
mencpy_check state->xo_pad, key, klen);

for (int i = 0; i < state->block size; it4) {

+
] }
ke pad) + o6
) tate->tor_pad(1] for (int i = 0; i < copied; i+4) {
Satesnor padl) 1 031
st stae->ier_Jst oy, bsh ) et ety 4. st tiot st 51
GUARD(s2n_hash_update (sstate->inner_just_key, key, klen)); T T e s seerblone v

(GUARD 520 hash_update istate->inmer_just _key, state->xor_pad,
eotemlock sise)Ts

for (int 1 = 0; § < state->block size; 144)
state->xor_padli] = 0x5c;

GUARD 20 hash_init (sstate->outer, has
GUARD s2n_hash_update|istate->oute
GUARD(s20._hash_update(sstate-vouter, state->xo

/+ Copy imex_just_key to inner */
seturn s2a_hmac_reset (state);

static int s2n_sslv3_pac_digest(struct s20_hm
ize)

for (in < state-sblock size; 1+4) {
fteor i,

<, and ro valid
i b, it s, sateist o
) folloving python
. ) MOF folloving aython cod
AR s R spiatelsvao-sinnr, stae-siiest. sy e
seatesdigest size)); R
< [xiae

coturn 321 _hash_digest (sstate->imer, o, size); .

X864 x 8128 = 0

int 32 hmsc_init(struct s2n hmac_state ‘state, s2u_hnac_algoritha alg, .
const void *hey, vint32_¢ klen)

. do however is ensure that the nod operation takes a

s Mash s1gorithm bash a1y = 52n 8 cor = truction cycles rogrdless of the sz of

state->currently_in_fiash_block e plattorss, including Incel,

ailer nunber of cycles if the input is ‘snall’.

satetigetsise =
eoobloc
o ra Hocrgl

lock += (1234949760 + size) 4 state->hash_block size;
.

switch (alg) {
vout, uint3z_t size)

= 521 miAc_SSTv3 K05) {

s 2 1C_SSLY3 SR
statesblock size
/ Fall through ... * ->block size));

s
= s masu_swa2s;
‘SEA224_DIGEST. LENGTH; sstate)
state->cusrently_in hash bloc
mency_check(istate->imer, éstate->imer_just_key, sizeof (state->imer));

ceturn 0;

case 521

hast alg - 623 BASH SHS12;
state->digest_size = SHASI2_DIGEST LEVGTH;
state->block size = 129;
state->hash_block size = 126;
break;

default:
‘S2N_BRROR(S21_BRR_HIAC_TNVALID ALGORITHN) ;

. check(sizeof (state->xor_pad), state->block s
O A g

Goal: bridge this gap

statesalg = alg;

1 (al == SN BHAC_SSLv3_SHAL || alg == 20 AC_SSL43 105) {
return s2n_ss1v3 mac_init(state, alg, key, Klen):
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s2n verification vs HACL*

HACL*:

« Aim: end-to-end verification of the whole implementation
« Generated C code from high-level F* implementation
 Integrate synthesized code into projects

Galois s2n work:

« Aim: verify high-risk portions of code to raise assurance
* Apply to Amazon’s hand-optimized C code

* Proofs rerun as C code changes
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Summary of Approach

1. Write the formal specification.

2. Write some “scaffolding” to bridge the gap between
specification and C code.

3. Apply automated tools.
4. Integrate into development environment.

About 2 months of effort.
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Summary of Approach
HMAC(K, m) = H((K @ opad) Il H((K @ ipad) I m))

Step 1: Capture this specification in a formal language (we
used Cryptol - https://cryptol.net/)

hmac k message =

H((k ~ opad) # H((k © ipad) # message))

N
e .‘
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https://cryptol.net/

HMAC Specification C HMAC

static int s2n_sslu3 pac_init(struct su_hmac_state *state, GuASD(s2n_hash_init (istate->inner _just key, hash alg));
GuARD(s20_hash_init (sstate->auter, hash_alg));

sn s slgeritm g, cost oid ke,
en)

uintiz_t
- ulnt32 ¢ copled
52n_hash_algorithn hash_alg = S2N EASH_NONE; Fl TR size) {
(GUARD(s20_hash_update(sstate->outer, key, klen));
i£ (alg == s20_ e _ssuv2_10s) { GunRD(s25_hash_digest (istate->oster, suteomqm pad,
state->digest size));

hash_alg = S2_iASH_KDS;
£ (alg = 528 AC_SSL3_SEAL) { A Na 10 il St ARl stst- g i)
hash_alg = S2N AASH_SRAL; | i e s

mencpy_check state->xo_pad, key, klen);

for (int 1 = 0; < statesblock sizer ir0) (
State-ssor.padli] - 0436
Coadl ] for (ine = 03 § < copieds £49) {
state-swor psd(i] = 0435

CUARD(s20_bash_init (dstate->imner_just_key, bash_alg));

GUARD(s2n_hash_update(sstate->imer_just ey, key, Klen)): o T e s el s

GUARD(s20._bash._updateistate->inmer_just ey, state->xor_pad,
Seseblock sisey

for (int 1 = 0; § < state->block size; 144)
state->xor_padli] = 0x5c;

GUARD 20 hash_init (sstate->outer, has
GUARD s2n_hash_update|istate->oute
GUARD(s20._hash_update(sstate-vouter, state->xo

/+ Copy imex_just_key to inner */
seturn s2a_hmac_reset (state);

hmac k message =

for (in < stateosblock size; i+4) (
atecon gt < oo
) nd 0 valid

H ( (k N opa d) # H( (k ” lpad) # messag e) ) = T

nco
AR s R spiatelsvao-sinnr, stae-siiest. sy e
seatesdigest size)); R
< [xiae
coturn 321 _hash_digest (sstate->imer, o, size); .

X864 x 8128 = 0

int 32 hmsc_init(struct s2n hmac_state ‘state, s2u_hnac_algoritha alg, .
const void *hey, vint32_¢ klen)

. do however is ensure that the nod operation takes a

cor truction cycles, less of the size of

\ hash_elgorithn hash_alg = SN EASE o *
state->currently_in_fiash_block e plattorss, including Incel,
ailer nunber of cycles if the input is ‘snall’.

satetigetsise =
eoobloc
o ra Hocrgl

lock += (1234949760 + size) 4 state->hash_block size;

switch (alg) {
vout, uint3z_t size)

= 521 miAc_SSTv3 K05) {

s 2 1C_SSLY3 SR
statesblock size
/ Fall through ... * ->block size));

s
= s masu_swa2s;

‘SEA224_DIGEST. LENGTH; sstate)

state->cusrently_in hash bloc
mency_check(istate->imer, éstate->imer_just_key, sizeof (state->imer));

ceturn 0;

case 521

hast alg - 623 BASH SHS12;
state->digest_size = SHASI2_DIGEST LEVGTH;
state->block size = 129;
state->hash_block size = 126;

break;

default:
‘S2N_BRROR(S21_BRR_HIAC_TNVALID ALGORITHN) ;

. check(sizeof (state->xor_pad), state->block s
O A g

Goal: bridge this gap

statesalg = alg;

1 (al == SN BHAC_SSLv3_SHAL || alg == 20 AC_SSL43 105) {
return s2n_ss1v3 mac_init(state, alg, key, Klen):
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Summary of Approach

1. Write the formal specification.

2. Write some “scaffolding” to bridge the gap between
specification and C code.

3. Apply automated tools.
4. Integrate into development environment.

About 2 months of effort.
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Bridging the gap

Solution: Layers of Abstraction

o Unmodified
Specification Increasingly implementation-specific code from
from before s2n repo

\ High-level Lower-level Production /

Cryptol Cryptol s2n

Code Code code
Incorporates: Omits:
s2n Data structures Pointers and memory allocation
s2n API Low-level performance optimization

© 2017 Galois, Inc.




Summary of Approach

1. Write the formal specification.

2. Write some “scaffolding” to bridge the gap between
Specification and C code.

3. Apply automated tools.
4. Integrate into development environment.

About 2 months of effort.
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Bridging the gap

Solution: Layers of Abstraction

Increasingly implementation-specific

High-level Lower-level Production
Cryptol Cryptol s2n
Code Code code

Automatically Constructed by SAW
(Software Analysis Workbench)
via translation to SMT and application of constraint solvers
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Verified HMAC pipeline

Increasing Automation
Changes Infrequently = == Changes Frequently
) B
Work of Beringer et al,
High-Level
[ ey proeny | [ it ~rry
LW’"‘U"ﬂJ\
om random Sowcitication
Proved In Coq PYOVOdhCOQ Combination of Coq {Manual) Proved with SAW
T and Cryptol (Automatic) (mostly automatic)
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Summary of Approach

1. Write the formal specification.

2. Write some “scaffolding” to bridge the gap between
Specification and C code.

3. Apply automated tools.
4. Integrate into development environment.

About 2 months of effort.
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Continuous Integration

« Proofs run automatically on code changes
 Proof failure is a build failure

« Proof is independent of exact C code, depends only on:
 Interfaces (arguments and struct layouts)
« Function call structure

« Proof is easily adapted:
* Function body changes — likely no proof changes
 Interface changes — similarly-sized proof changes
 Call structure changes — tiny proof changes
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Travis CI

Travis C| siog  Status  Help
awslabs / s2n €)@=

Corromt Branches Dulid Mistory Pull Requenty Butld 95 Nore options

v master Merge pull request ¥517 from xonatius/allocator_override < #953 passed

* Ran for L he 13 min 8 sex

Total time 4 hrs 54 min 44 sec

Commz 02adesSe
Compare 9025099, 02adeS5e 20 days ago
Branch master
© Matthew Baldwin authoeed (@) GitHub committed
Bud 1
J 5] O Xeode: mooded € T TESTS*ctvevif 4 min 59 sec
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Proof Metrics

Wehmmnlzwcsonbfnhdemom\mmcdl629propemes.Topmwentaswmuhmmmcmwemnn«dm

Progenies Re-Verifed by SAW Comutatve Vertcaton Twve

- 100 we 14 R e “ 100 e 14 10e we

Buk! Nurmber Bukd Marrber
Change Axis 10 Buikd Oate Chacge Axis 1o Buald Dace
Run Summary.

For all builds we ran 1629 verifications.
Nare Function Delid Sue Cquivalent Teats Complexity® Time Secc  Number of SAW verifications this week : 0

raey T Ena: W 0 ' 0 ¢ Number of SAW verifications il time : 1629
NS R Number of faled SAW checks this week : 0
Tt w, 3 ® 7 Number of talled SAW checks all time 0
m’:i:;iw we 128 240638 0« Average successful SAW runtime this week : No recorded times
Average successful SAW runtine ol time © 2.1 seconds
o ben e L Manwec ipdee % I GAMS 141/ Average LOC covered by SAW reasoning this week : 103
MOS neyasesBA Lo o ‘68 388016 2072 0880 o Average LOC covered by SAW reasoning o time 2 103

g we v Average LOC of specification covered by SAW reasoning this week : 787

|8 | © 2017 Galois, Inc.




Example: Protocol Correctness

Correct implementation of authentication and key
exchange.



Protocol Correctness

* Previous work targeted correctness of underlying crypto.

» The protocol level is also security critical (and sometimes

wrong)
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State Machine Attacks

« Unexpected message ordering in other
implementations causes authentication
steps to be bypassed.

From https://www.mitls.org/pages/attacks/SMACK

18] 36 © 2017 Galois, Inc.




Protocol State Machine
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SAW / Cryptol proof
bridging the gap

Ml Lcarioadeota®

C Implementation

GuAgD(s20_hash_init (sstate->innex just key, hash_slg));

e Lt s sl alstac st st st
GuARD(s20_hash_init (sstate->auter, hash_alg));

2 tmsc_algorichn alg, const w0id hey,

e
- ulnt32 ¢ copled

fryrrtg ity size) {
(GUARD(s20_hash_update(sstate->outer, key, klen));
‘GUARD(s2a_hash_digest (sstate->outer, suteomqen pad,
state->digest size));

52n_hash_algorithn hash_alg = S2N EASH_NONE;

it (alg
hash_alg

S8 Ac_Ssiv3_DS)
SO BASH_ND5;
mencpy_check state->uo_pad, state->digest pad, state->digest size);
state->digest size;

£ (al

g == S B Ssiv3 SHAL) {
hash_alg

SN hsi_kAl;

mencpy_check state->xo_pad, key, klen);
)

for (int i = 0; i < state->block size; it4) {

state-wor_pad(i] = 0x36;
tateior padlil for (int 1= 0;

state->xor_pad(i] ‘=

§ < copled; i44) {
o6
RD(s20_bash_ini(istate->inmer_just ke, hash_alg));
GMRNsZn hash_update istate->imer_just_key, key, Klen));
(GUARD 520 hash_update istate->inmer_just _key, state->xor_pad,
ste-sblock size));

for i § = e § < stateblock
state->xor_padii] =

iae; i) (

Do B e state> s sy, satan o g,

for (int 1 = 0; § < state->block size; 144) e

state->sor_pad(i] = 0x50;

for (in sute e sies 140 ¢

D st s ol statenter, ash19): e e gadi] -

GUARD s2n_hash_update istate->outer, key, Klen));
(GUBRD s20_hash_update 4state->outer, stete->xor_pad, state-sblock size));
/+ Copy imer_just_tey to retum s2n_hmac_reset(state)
seturn s2a_hmac_reset (state);

s2n_fmac_update(struct s2n_hmac_state *state, const void *in, uint3_t size)

static int s2n_sslv3_pac_digest(struct s2n_hmac_state 'state, void fout, erack of i has &
o track of ho rent hash block is ful

for (int 1 = 07 § < state->block size; 1+4) {
state->wor_padli] = 0x5c;

GUARD2n_hash_digest (istate->inmer, state->digest pad,
state->digest size));
state-souter,
Coso(szn ash updauu.luu-)mmr, state->digest_pad,
e->digest_size));

200 32) -

2010

xras [ xe6s

roturn s2_hash digest (sstate->imver, out, size);

int 32 hmsc_init(struct s2n hmac_state ‘state, s2u_hnac_algoritha alg,
const void *hey, vint32_¢ klen)

s2n_hash_algorithn hash_alg = S2N_BASH_NONE; on («clci,

state->currently_in_hash block

state->currently_in_hash block += (1294943760 + size) 1 state->hash_block size;
o state->currently_in_hash_block 1= state->block size;

state->digest size = 1;
state-sblock size = 647
state->hash_block_siz

suiteh (alg) { cetarn 520 hash,_spdatel(astate->imer, in, size);

ease S BAC_SSL3 I sin_fmac_digest (struct s2n_hmac_state *state, void fout, uintd2,

state->block size = 4

i [state-valg == SIN_MAC_SSTw)_SHAL || state->alg =
eturn s20_ss1v3_nac_digest (state, out, size);

Sa_c_Ss13 KDs)

S —
state>digest_siz
break;

o

DS DIGEST._LENGTH;
Do B elestGstate> e, state st g,
s siee)s
GuARD (520 _hash, xe:et[is(au o
UMD (o2 sh-apdata(kstaresouter, stata->zoeod, stats
D i b it ata_souer, seatedigRst Fads
state->digest size)

statesblock size
7+ Fall through

->block size));

return 520 _hash_digest (éstate->outer, out, size);

= s masu_swa2s;

‘SEA224_DIGEST_LEVGTH; int s2n_bmac_reset(struct s2n_hmac_state tstate)

state->cuzrently_in_hash block
o - sox s smazs mency_check(istate->imer, éstate->imer_just_key, sizeof (state->imer));
smss DIGEST_LBNGTH;

ceturn 0;

SO ASH_SEAIBH;
state->digest_size = SUASY DIGEST_LBNGTH;

state-sblock size = 128
state->hash_block size
L
state->digest_size = SHASI2_DIGEST LEVGTH;
state->block .
state->hash_block size = 126;
break;

faule:
‘S2N_BRROR(S21_BRR_HIAC_TNVALID ALGORITHN) ;
gte_check(sizeof (state->xor_pad), state->block size);
gte_check(sizeof (state->digest pad), state->digest size);
statesalg

algi

1 (al == SN BHAC_SSLv3_SHAL || alg == 20 AC_SSL43 105) {
return s2n_ss1v3 mac_init(state, alg, key, Klen):
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Other crypto work

« Other SAW / Cryptol verification projects:
 DRBG: Deterministic Random Bit Generator: The

main source of cryptographic randomness (see
paper at CAV’'18)

« AES/SHA256 / ECDSA verification
« Synthesizing verified hardware crypto

« Working on Facebook Fizz TLS1.3 library

© 2017 Galois, Inc.




MuseDev

A Galois spin-out company focusing on continuous analysis



As a reminder:

Galois MuseDev z# DARPA MUSE

Although Suresh is involved with both projects




Lots of amazing tools available for free!

ErrorProne Infer SAW AFL
Prevent Catch Prove correctness of Detect and rank
error patterns deep defects security primitives errors
and others

Analyzing billions of lines of code every day at

Google Amazon Facebook

© 2017 Galois, Inc.




Problem: tools need integration

Integration into devops toolchain is a major challenge:
1. Build system (eq. Basel, Make, Buck, Gradle)

Cl system (eq. TravisC/, Jenkins)

Version control (eg. GitHub, BitBucket, GitlLab)

Code review (eq. GitHub Full Requests)

Data analysis and developer feedback (custorn
solutions)

ok W

Integrations are typically closed source — tied to internal
architecture.

© 2017 Galois, Inc.




The Facebblok @eelbky fodaton model

Company A
Many Dev Groups
to keep:them busy

'"aa;p'a;;y'q"

Dev Group B :

Analysis
team

\
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
]
1
1
]
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MuseDev, our platform for continuous analysis

« Integrate into multiple devops toolchains

« Combine data from
« Multiple static tools (currently: ErrorProne, Infer)

* Repository history (GitHub, BitBucket)
« Developer feedback

* Present information at code review, as patch
comments (GitHub PR, Bitbucket)

‘Static analysis as a service”

© 2017 Galois, Inc.




Tool walkthrough

@ ® () GitHub Apps - Inferences X L)

Example MuseDeV ¢ C @ GitHub, Inc. [US] | https://github.com/appsfinferences & v @ e -
workflow integrating () , =

Facebook Infer into
GitHub. v Inferences “

Description Details
Inferences will compare pull requests to the repository master branch and post the # Cisaw
bugs fixed and bugs introduced by the RP as a comment, T inferences’s website

4 Report abuse

Infarences is provided Sy & thied-party and is

© 2017 Galois, Inc.




Tool walkthrough

Step 1: create a
¥ TomMD / libacvp @ Unwatch ~ .
i o Gt pull request in a
Code I Pull requests 1 |l Projects 0 Wiki Insights {7 Settings monitored
Mirror of cisco libacvp#62 /4 repository.

K¢ TomMD wants to merge 4 commits into pré2-dst from pré2-src

¢ Conversation 3 © Commits 4 B Checks 0 [ Files changed 10

TomMD commented 2 days ago Owner » 7

Mirror of cisco libacvp#62

« This hasn't been fully tested with the NIST server since | haven't been able to successfully
retrieve a vector set

* Adds the library side for ECDSA
* Has a stub for the ECDSA handler in the app code

d
Iif  elliemdaw added some commits on Apr 9 museaoev
-' Adds ECDSA support to example app
Adds new file and updates Makefiles a54312be
P rdos Ecosa tibrary support 7198667
Adds better logging and updates minor PR changes 2d4faSe

© 2017 Galois, Inc.




Tool walkthrough

Step 2: MuseDev runs static tools on the patch. Errors
are annotated on the pull request

IV © inferences bot reviewed on Jun 14 View changes

anbry-store/src/main/java/conm.github.anbry.store/DiskSpaceAllocator. java
) ~289,7 «289,7 @@ private void deleteExtraSegments (Map<iLong, Long> overa
} else {
while (reserveFiles.getCount{sizeInBytes) > segmentsNeeded) {
File fileToDelete = reserveFiles.remove(sizelnBytes);

- if (fileToDelete != null & !fileToDelete.delete()) {
. if (tfileToDelete.delete()) {

v inferences vot on Jun 14

NULL_DEREFERENCE
object fileToDelete last assigned on line 291 could be null and is dereferenced at

line 292.

Reply...

© 2017 Galois, Inc.




Tool walkthrough

MuseDeyv reports a memory error derived from Infer

N © inferences bot reviewed 3 hours ago View changes
src/acvp.c
+ cap_entry->cap_type = ACVP_ECDSA_SIGVER_TYPE;
+ break;
+ default:
+ return ACVP_INVALID_ARG;

v inferences bot 3 hours ago

MEMORY_LEAK

memory dynamically allocated t0 return by call to calloci) atline 4197, column 17
is not reachable after line 4222, column 9.
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Tool walkthrough

MuseDev keeps track of how bug persist in the codebase

-
N inferences bot commented 3 hours ago T

v Fixed Bugs
1. MEMORY_LEAK
o At srcfacvp_capabilities.c(1550,5)

o memory dynamically allocated 10 cap by call to calloc() atline 1545, column 11 is not
reachable after line 1550, column 5.

» Persistent Bugs or Warnings
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srclacvp.c:4222 - -
srelacvp.0:2669 Found Bugs by Time to Fix 7
src/acvp.c:3120
src/acvp.c:3191
src/acvp.c:1379
src/acvp.c:1377
src/acvp.c:1422
srclacvp.c:1420
app/app_main.c:1946
app/app_main.c:166
app/app_main.c:166
src/acvp_aes.c:222
src/acvp_kdf135_ssh.c:308
src/acvp_des.c:782 —
src/acvp_kdf135_snmp.c:234 —
src/acvp.c:1149 —
src/acvp_des.c:170 —
src/acvp_aes.c:651 —
src/acvp_hash.c:

MuseDev can monitor
properties of repositories over e

. src/acvp_rsa.c:448 |
tII I Ie src/acvp_des.c:530 _
src/acvp_aes.c:546

src/acvp_rsa.c:449 -

src/acvp_des.c:512 |

src/acvp_rsa.c:605 _

src/acvp_hmac.c:177 _

src/acvp_rsa.c:467 _

. . src/acvp_rsa.c:467 -
src/acvp_rsa.c:467 -

Eg. investigate when bugs are .

src/acvp_hash.c:230 —

S 30N3Y3434930 TINN

s 3gols avaa

|

m— 3NTYA Q3ZIVILINING
— ‘)IVEI'I AHOWIN

src/acvp.c:1354 —

introduced and when they are I 1

app/app_main.c:227 —

src/acvp_drbg.c:233 —

eventually removed. ercacp 567 -
app/app_main.c:418 —

app/app_main.c:1950

app/app_main.c:1951

app/app_main.c:1952

app/app_main.c:1953

app/app_main.c:1930

[ app/app_main.c:1954

Example bug history from
app/app_main.c:1936

app/app_main.c:1935

: : : src/acvp_des.c:419
Ipacvp Github repository,

acvp_aes.c:100

" srclacvp_rsa_sig.c:181
generated with Infer el S

src/acvp_aes.c:821

(—

(—

(——

(—

(E—

(E—

src/acvp_des.c:884 |mmm
src/acvp.c:1377  |mmmmmmmmnn —
src/acvp.c:1420 |

src/acvp_rsa.c:587

src/acvp_rsa.c:587

src/acvp_rsa.c:570

src/acvp_rsa.c:303 |

src/acvp.c:3588 | I I I 1 | L | | -

0 10 20 30 40 50 60 70 80 920

Number of Weeks to Fix
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MuseDev aim: make static analysis / verification a
standard approach to code quality

Revision Peer Review
Control

Testing MuseDev
(GitHub Pull

SEeEeE) platform

: junit, Travis
(git, hg) ! )
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Galois MuseDev team
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Summary

Continuous integration is making static analysis

feasible for industry-scale code.

Lots of great tools that fit different niches, from critical

crypto, to large-scale bug-finding

MuseDev is a Galois spin-out company aimed at

making it easy to integrate static tools in industry






